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O HAMNPABJIEHUA NUHOOPMALIUU

JlemapTaMeHT rocyJapCTBEHHON NMOJUTUKU B cepe oduiero obpazoBanuss MunoOpHayku Poccun
HarpaBJisieT sl CBeJeHUs1 pa3paboranHbie Bpemennoit xomuccueir CoBera denepanuu mo pa3BUTHIO
MH(OPMALIMOHHOTO OOIIECTBA METOJUYECKHE PEKOMEHJAMU O pa3MELIeHUH Ha HUH()OPMalMOHHBIX
CTEH/IaX, oHIMATEHBIX WHTEPHET-caiTax " JIPYruX WH(POPMAIMOHHBIX pecypcax
o011eo0pa3oBaTeNbHbIX OpraHu3aluii 1 OpraHoOB, OCYLIECTBIISIIOIIMX YIpaBlieHUuE B cpepe oOpa3oBaHus,
nH(popMaluu o 6€30MacHOM MOBEICHUU 1 UCTI0JIb30BaHuU ceTu "MHTepHer".

Hupekrop Jlenapramenra
A.E.ITETPOB

[Tpunoxenue

METOAUWYECKUE PEKOMEHOALIMA
O PABMELWWEHUN HA UHPOPMALIMOHHBIX CTEHAAX, O®OULNATIbHbLIX
WHTEPHET-CAUTAX U APYIT'MX NUH®OPMALIMOHHbIX PECYPCAX
OBLLEOBPA3OBATEJIbHbIX OPFTAHU3ALIMA 1 OPTAHOB, OCYLLEECTBNSAIOLMX
YNPABJIEHUE B COEPE OBPA30OBAHUA, UHO®OPMALIUN O BE3OINACHOM
NOBEAEHUU U UCTOJIb3OBAHUU CETU "MHTEPHET"

Okcriepramu U wieHaMu Bpemennoit komuccuum CoBera Denmepanuii 10 pa3BUTHIO
nH(OPMALIMOHHOTO O00IlecTBa B paMKaxX BBINOJIHEHUS PEKOMEHIAMNA MapIaMEeHTCKUX CIyHIaHWH
"AKTyallbHBIE BOIIPOCHI oOecreyeHus O€30MacHOCTH M pa3BUTUs JeTell B HHGOPMAIMOHHOM
npocTtpanctBe", koTopble mpouutn B CoBere Denepanmm 17 amnpens 2017 r., Obut pa3paboTaHb
METO/JMYECKUE PEKOMEHJAlMM O pa3MelleHMH Ha UWHGOPMAIMOHHBIX CTEHAAX, O(UIIHATbHBIX
WHTEpHET-caliTax M Jpyrux HHPOPMAIMOHHBIX pecypcax o00I11eo0pa3oBaTeNbHBIX OpraHu3aluid u
OpraHoB, OCYIIECTBIISIONINX yIpaBieHue B chepe oOpazoBanusi, HHGOpMaLMK O 0€30MaCHOM MOBEICHUH
1 ucnonp3oBanuu cetu "MutepHer" (anee - METOUYECKUE PEKOMEHIAIINN ).

Mertoauyeckue  pEKOMEHIAIIMKM  HANpaBlieHbl HAa  KA4YeCTBEHHOE  IOBBIINICHUE  YPOBHS
WHGPOPMAIIMOHHOM JIEATENILHOCTH 00I111e00pa30BaTeIbHBIX OpPraHU3alMii U OPTaHOB, OCYIIECTBIISIFOIINX
ympaBiieHHe B cepe o0pa3oBaHWs, B 4acTH WHPOPMHPOBAHUS YUAIIUXCS, UX POJIUTENCH (3aKOHHBIX
MPEJCTaBUTENICH) M TEAaroruuyecKuX pPaOOTHUKOB OO0 OCHOBHBIX aclekTaXx HWH(POPMAIMOHHOMN
0€30I1aCHOCTH.

Metoauueckue PECKOMCHAAINHN TIO03BOJIAT 061H606p330BaTCJILHLIM opranu3aiusiM HW OpraHam,
OCYIICCTBJIAKOIIUM  YIIPABJIICHUC B C(bepe O6pa3OBaHI/I$I, AKTYAJIM3UPOBATH YKC HCIIOJIB3YCMBIC U



pa3MenieHHbIe HH(POPMAIIMOHHBIC MATEPUAITBI, TaK U MIOJATOTOBHUTH MX B CIIy4ae MX OTCYTCTBHUS C yUETOM
JIYYILIHMX MPAKTUK U PEKOMEHAALUN.

B paMkax MeTOIMYECKUX PEKOMEHAALMMI pacCMAaTPUBAIOTCS CIEAYIOINE HHCTPYMEHTBI:
1. nHpOPMALIMOHHBIE CTEHIBL;
2. opunnanbHbIE HHTEPHET-PECYPCHI;

3. cpencTBa MaccoBoi MH(GOpPMaIUH (LLIKOJIbHBIE ra3€Thl, IEAArornyeckue U3AaHus U Apyrue).
MUHdopmaunoHHbIe cTeHAabI

Ha unpopmannoHHsIx creHaax B o01e00pa3oBaTelbHbIX OPraHU3alugX, PAclooKEeHHbIX B (oiie
YUpPEXKJEHUH M B KaOWHETaX, OCHAIEHHBIX IEPCOHAJIbHBIMU YCTPOWCTBAMHU JJsi BBIXOJA B CETh
"UntepHer", pekoMeHIyeTCs pa3MecTUTh MH(OPMAIIMOHHBIE MaMITKU, COJAEPKAIUe OCHOBHBIE COBETHI
1o o0ecreyeHno HHPOPMAIIMOHHON O€30TaCHOCTH yUaIUXCsl.

B mpwioxennn N 1 K METOIWYECKMM PEKOMEHAANMSIM TMPEACTABICH oOpas3ell MaMsITKA s
pasmenieHus: Ha THGOPMAITMOHHBIX CTCH IAX.

CpenctBa maccoBoW MHpopmaumm

B cpenctBax maccoBoit mHGOpManuM, OPUEHTUPOBAHHBIX HAa OO0YyYaroOIIMUXCS, PEKOMEHIYyeTCs B
TeYeHHe Yy4eOHOro rojia pEryjisipHO MyOJUKOBaTh HHGOPMAIMOHHBIE MAaTepHallbl, MOCBSIIEHHBIE
OTJIENbHBIM acrleKkTaM HHQPOPMAIMOHHON O0e30MacHOCTH, a TakKe pa3IMyHble MaMSATKA OOIIero
Xapakrepa.

B cpeactBax maccoBoit mH(pOpMaluu, OPUEHTUPOBAHHBIX Ha MEAATOTHYECKYI0 OOIECTBEHHOCTD,
pPEKOMEHAYeTCsl B TeUEHHE KaJeHJApHOIro rojJia PeryisapHo MyOiIuKoBaTh UH(POPMAIIMOHHBIE MaTepHalbl,
MTOCBSIIICHHBIE OT/ICIbHBIM acrekTaM HH(OpPMAIMOHHON 0€30MaCHOCTH KaK HECOBEPIICHHOJIETHUX, TaK U
o011eo0pa3oBaTeIbHbIX OpraHU3alUil, a TaKXkKe pa3nyHble MMaMATKH, 0030pbl HOPMATHUBHO-IIPABOBOTO
perynupoBaHus JaHHOU chepbl U MHPOPMAIMIO O aKTyaldbHBIX MEPONPUSATUSAX U COOBITUSX B JTAHHOM

cepe.

B xonme mnpomenenuss EmmHoro ypoka mo Oe3zomacHocTH B cetn "HMHTEepHET" pexkoMeHIyeTcs
oOecrieunTh BBIIYCK TEMAaTHUYECKOTO BBIMYCKAa CpeAcTBa MaccoBOM wuHpopManuu aub0 cepuu
nyOnIuKaIuii, cpeid KOTOPBIX PACCMOTPETh OPraHU30BaHHBIC MEPONPUATHS A OO0y4arolMXCs, HX
poauTeneii (3aKOHHBIX MPeICTaBUTeNeH) U eAarorn4eckoil 00IIeCTBEHHOCTH.

OdmumanbHble UHTepHeT-pecypcbl

OOmeoOpa3zoBaTeIbHBIM ~ OpPraHU3alUsIM ~ PEKOMEHJyeTcsl  Ha  CBOMX  O(MIHAIbHBIX
WuTepHeT-pecypcax obecnednTs (QYHKIMOHUPOBAHME CAMOCTOSITEILHOTO U CIEHUATU3UPOBAHHOTO
pasnena "MHdopmanmoHHas Oe30omacHOCTh", B paMKax KOTOPOro MpPEeIyCMOTPETh pa3MelleHue
creayromei nHpopMaluu:

N | Paznen/monpasnen ®opmar ConepxaHue MaTepragoB
IIPEJICTaBICHUS
MaTepHuaoB




JlokanbHbIE
HOPMATHBHBIC aKThI
B chepe
obecrnieueHus
UH(OPMAITMOHHON
0€30MMacHOCTH
oOyJaronuxcs

Konuu n1okymeHTOB B
¢dopmate *PDF

Pasmemiarorcst Konmuu JOKyMEHTOB, T.€.
CKaHMPOBAHHBII BapHAHT JTOKyMEHTA,
COOTBETCTBYIOIIUI TpeOOBAaHUAM K
napameTpaM CKaHHPOBaHUSL.
Paszmemarorcst TOKyMEHTHI,
perJaMeHTUPYIONINE OPTraHU3alnIo U
paboTy ¢ mepCcOHATBHBIMU JTAHHBIMH,
TUTaHBI MEPOTIPUATHIA 10 00ECTICYCHHIO
UH(OPMAITMOHHOK 0€301MaCHOCTH
oOyuaroluxcs U Jpyrue.

Hopmatusnoe
peryimupoBaHue

Konuu nokymeHToB B
¢dopmare *PDF

[1yOnuKyrOTCS aKTyaJIbHBIE CBEICHHS O
denepanbHbIX U PErHOHAIBHBIX
3aKOHax, MMCbMax OpraHoB BJIACTH U
JIpyrue HOpMaTUBHO-IIPAaBOBLIE
JOKYMEHTBI, periiaMeHTUPYIOIIE
obecrneyeHre nHGOPMALMOHHON
0€30MacHOCTH HECOBEPILIEHHOJIETHHX.
Homyckaercst BMECTO KOTHIA
pa3MeniaTh TUIEPCCHUTKH Ha
COOTBECTCTBYIOIIHNEC TOKYMCHTHI Ha
calTax OpraHoB rOCyJapCTBEHHON
BJIACTH.

Ilegarornueckum
paboTHHKaM

TekcT Ha cTpaHuIe
caiita

Konuu nokymeHTOB B
dhopmate *PDF

Pa3Memniarorcss METOIMYECKHE
PEKOMEHIAIUU 1 YKa3bIBACTCS
nHpopMaIUs 0 MEPOTIPUATHUSX,
MPOEKTaxX W MpoTrpaMMax,
HaIlpaBJIECHHBIX Ha TOBBIIICHUE
nH()OPMAITMOHHOM IPAMOTHOCTH
MearOTHYECKUX pabOTHUKOB.

OO6yuaromumcst

TekcT Ha cTpaHuIe
cauTa

Pasmeniaercst uapopmMaoHHast
namsTka (npuioxxerue N 2) u
yKa3bIBaeTcsi HHGOpMaIus o
MEPOTPUSTHSIX, IPOCKTAX U
porpamMmax, HalpaBJICHHBIX Ha
MOBBIIIIEHUE UH(OPMAITMOHHOM
IPaMOTHOCTH OOYYaIOIIMXCS.

Pomurenam
(3aKOHHBIM
MIPEICTAaBUTEIISIM )
oOyuaronuxcs

TekcT Ha cTpaHuIEe
cauTa

Pasmernraercst uapopmaroHHast
namsTka (npuioxerue N 3).

JleTckue Oe30macHbIC

CaNTEI

TekcT Ha cTpaHuLe
caurta

Pasmenraercs uabopmarus o
PEKOMEHIYEMBIX K UCTIOJIh30BAHUIO B
yueOHOM Mpoliiecce 6e30MacHbIX
caiitax, OaHHEpbl 0€30TACHBIX IETCKUX
CalTOB.




OpranaM, OCYIIECTBIISIIOIIUM YyIIpaBieHue B cdepe oO0pa3oBaHUs, PEKOMEHIYETCs Ha CBOUX
opunumaneHeix  MHTEpHeT-pecypcax  oOecreunTh  (QYHKIMOHHUPOBAHHWE  CAMOCTOSITENIBHOTO U
CrenMaNn3upoBaHHoro pasaena "MudopmanuonHas 6€30MacCHOCTH", B paMKaxX KOTOPOTO MPEITyCMOTPETh
pa3MelIeHue Clieyrome nHhopMaIuu:

[Tpunoxxenne N 1

NAMATKA ]
[N OBYYAIOLLUXCS OB MH®OPMALIMOHHON BE3OMACHOCTU AETEM

HENb34

1. Bcem moapsig cooOmiaTe CBOIO YacTHYI WHMOpMaIU (HacTosmue ums, Gamrimio, tenedoH,
aJipec, HoMep IITKOJIbI, a Takxke GoTorpaduu CBOU, CBOCH CEMBH U JIpy3eid);

2. OTKpbIBaTh BJIOKEHHbIE (ailsibl 3JI€KTPOHHOM MOYTHI, KOT/Ia HE 3HACIllb OTIIPABUTEIS;
3. I'pyOuTth, npuaupathcs, OKa3plBaTh JaBICHHUE - BECTH ce0sl HEBEXKIIMBO U arpecCUBHO;

4. He pacnopspkaiics IeHbraMud TBOEH CeMbH 0€3 pa3pelieHus CTapIInX - BCEraa CIpariuBai
poauTeneu;

5. He Bcrpeuwaiica ¢ MHTEepHET-3HAKOMBIMU B PEAIbHOM JKU3HU - MOCOBETYHCS CO B3POCIBIM,
KOTOpPOMY JIOBEpSIEIIIb.

OCTOPOXHO

1. He Bce numyt npaBay. UYurtaemsb o cebe HempaBay B MHTepHeTe - cooOmu 006 3TOM CBOMM
POIUTENSIM UITH OTIEKYHAM;

2. IlpurnamaroT nepenuchiBaThCs, UrPaTh, 0OOMEHUBATHCS - IPOBEPD, HET JIM MOJIBOXA;
3. He3zakonHoe xonupoBanue (aiiioB B IHTepHETE - BOPOBCTBO;
4. Bcerna pacckasbiBail B3pOCIIbIM O MpoOiIeMax B CETH - OHU BCErja OMOTYT;

5. HCHOJ’ILSYﬁ HaCTPOﬁKH 0€301IIaCHOCTH U IIPUBATHOCTH, YTOOBI HE NOTCPATH CBOW AKKAYHTHI B
COLCCTAX U APYruXx Mnoprajiax.

MOXHO
1. YBaxall 1pyrux noJib30Bareiei;
2. Tlonb3yenibes IHTEpHET-UCTOYHUKOM - JI€ail CCBUIKY Ha HETO;

3. OTKpBIBail TOJIBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;



4. OOmarbcst 3a MOMOUIBIO B3POCIBIM - POJUTENH, ONEKYHbl M aJMUHUCTpAIMs CalTOB BCETAa
IIOMOTYT;

5. IIpoiigu oOy4enue Ha caiite "CeTeBUYOK" U NOIYYH MACTIOPT HU(POBOTO IpaxkaaHuHA!

[Tpunoxenue N 2

NMHOOPMALIMOHHAA NMAMATKA
AnA obYYAIKOLWUXCA AnA PASMELLEHUA
HA O®ULUUNATIBbHbIX UHTEPHET-PECYPCAX

C xaxapIM TroJOM MOJIOJIEKH B UHTEPHETE CTAHOBUTHCS OOJIbLIE, a IIKOJIBHUKU OJHH U3 CaMbIX
aKTHBHBIX THoOJb30BaTene PyHera. Mexay TeM, IOMHUMO OIPOMHOTO KOJMYECTBA BO3MOYKHOCTEH,
MHTEPHET HeceT U MpobieMbl. DTa namsaTKa J0DKHA TOMOYb Tebe 0€30MacHO HaXOJUThCS B CETH.

Komn bHOTEpPHble BUPYCbI

KoMmbroTepHblii BUpPYC - 3TO pPa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOrpaMM, OTIMYUTEIHHON
0COOEHHOCTBIO KOTOPOH SIBJIIETCSI CHOCOOHOCTH K pa3MHOXKEHUIO. B 10n0THEHUE K 3TOMY, BUPYCHI MOT'YT
MOBPEIUTh WIH TMOJHOCTHIO YHUYTOXKUThH Bce (hailibl U JaHHbBIE, MOJKOHTPOJIbHBIE IOJIH30BATENI0, OT
MMEHHU KOTOpOro ObLIa 3alyllleHa 3apa)K€HHasl MporpaMma, a Takke MOBPEAUTh W JaXKe YHUUTOXKHUTh
OTIEpAllMOHHYIO CHUCTEMY CO BceMHu (aiimamu B 1enoM. B OOJNBLIIMHCTBE CIydaeB paclpoCTPaHSIOTCS
BHUPYCHI Uepe3 UHTEPHET.

MeTopl 3alIUTHI OT BPEIOHOCHBIX MPOTPAMM:

1. HCHOJ’IB?»yfI COBPEMCHHBIC OIICPALIMOHHBIE CUCTEMbI, UMCIOLINUC CCpBGBHBIfI YPOBCHBb 3alllUTBI OT
BPCAOHOCHBIX ITPOrpaMm;

2. IlocrossHHO ycTaHaBiuBail madtd (UMQPpPOBBIE 3aIUIaTKU, KOTOpPHIE aBTOMATHUYECKU
YCTaHABIMBAIOTCA C LEIbI0 JOpabOTKHM MpOrpaMMbl) W Apyrue OOHOBJIEHMSI CBOEH OIepaliioHHOM
cuctembl. CkaunBail UX TOJNBKO ¢ O(UIMANBHOTO caiita pa3zpaborunka OC. Ecim cyiecTByeT pexum
aBTOMAaTUYECKOTO0 OOHOBIICHUS, BKIIOUH €T0;

3. PabGoTtaii Ha cBOEM KOMIIBIOTCPEC IIOJ IIpaBaMHU I10JIb30BATCIIA, 4 HC aAMHUHHCTPATOpA. 9710 HE
II03BOJIUT 6OJIBH_II/IHCTBy BPpCOAOHOCHBIX IIpOIrpaMM HHCTAJUIMPOBATBCA Ha TBOCEM IICPCOHAJIBHOM
KOMIIBIOTEPEC,

4. Hcnonw3yli aHTUBHPYCHBIE NIPOIPaMMHBIE IPOJYKTHI H3BECTHBIX IPOU3BOAMUTEIEH, C
aBTOMATHUYECKUM OOHOBIIEHHEM 0a3;

5. Orpannub puznyeckuil JOCTYN K KOMITBIOTEPY Ul IOCTOPOHHUX JIMIL;

6. Vicnonp3yil BHEIIHME HOCUTENHN HH(OpMAIINH, TaKue Kak (iemka, AUCK WK (ailsl u3 HHTepHeTa,
TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He OTKpBIBaf/'I KOMIIBIOTCPHBIC (I)afmm, MOJIYYCHHBIC W3 HCHAJCKHLIX HCTOYHHKOB. I[an(e TC



(aiinpl, KOTOpPBIE MPHUCIIAT TBOM 3HAKOMBIN. JlydIlle yTOuHHU Y HEro, OTHPABJISUI JIU OH TeOe HX.
Cetn WI-FI

Wi-Fi - 310 He Buj mepeaayn JaHHBIX, HE TEXHOJOTHS, a BCEro Jniib Opena, mapka. Eme B 1991
roJy HUAEpJaHAcCKas KommaHus 3apeructpuponana Opena "WECA", uto o6o3Ha4ano cioBocoyeTaHue
"Wireless Fidelity", koTopsrif mepeBoanTcs Kak "0ecrpoBOIHAS TOYHOCTH".

Jlo Haiero BpeMeHH Joluia Jpyras ab0peBuarypa, KoTopas sBJISIETCS TaKOH e TEXHOJOTuen. I1o
ab0pesuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHJAPT BBICHICH 3BYKOBOU TEXHUKHU
Hi-Fi, uro B mepeBoie 03HavaeT "BHICOKAsi TOUHOCTH".

Ha, OecrulaTHbIi MHTEpPHET-IOCTYN B Kade, OTeNIX M a’pomnopTax SBISETCS OTIMYHOM
BO3MOXHOCTBIO BbIXOJa B MHTepHET. HO MHOTHE SKCIIEpThI CUMTAIOT, uTo 00menoctynusie Wi-Fi cetu He
SIBJISIFOTCSI 0€30IMTaCHBIMHU.

CoBeTblI 110 0€30MaCHOCTH pabOThI B 00IIEIOCTYMHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro nuunHyto uHpopmaiuo uepe3 obmenocrymnasie Wi-Fi cetn. PaboTas B HuX,
KEJIATCIbHO HE BBOAWUTDH MAPOJIX JOCTYIIA, TOTHMHBEI U KAKUEC-TO HOMEPA,

2. HWcnonw3yit W OOHOBISAN aHTUBUpPYCHblE mporpaMMbel U OpanaMmayep. Tem cambIM  Tbl
obe3omacuirb cedst OT 3aKauKl BUPYyCa Ha TBOE YCTPOHCTBO;

3. Ilpu ucnons3oBannu Wi-Fi otkmoun ¢yHkiuoo "OOmuit goctyn K daiiaam W mpuHTEpam'.
JlaHHas (yHKIOUS 3aKpbhiTa MO YMOJYAHHUIO, OJHAKO HEKOTOpBIC MOJB30BATEIH AKTHBUPYIOT €€ JUIS
yan00CTBa UCIIOJB30BaHUS B pabOTe WiiH yueoe;

4. He ucnons3yit nyonuuasiii WI-FI mnst mepemaun nudHBIX JaHHBIX, HampuMep Ui BhIXOJa B
COITMATBHBIC CETH WJIH B DJIEKTPOHHYIO TIOUTY;,

5. Ucnonw3yit tompko 3amuiieHHoe coenuHenue vepes HTTPS, a me HTTP, T.e. mpu nHaGope
BeO-aapeca BBOAM UMeHHO "https://";

6. B moOunsHOM Tenedone otkimoun ¢yHkiuio "Tlogkmouenue k Wi-Fi aBromarnuecku". He
JIOMyCKai aBTOMATHYECKOr0 MOAKII0UeHHs ycTpoiicTBa k cetssm Wi-Fi 6e3 TBoero corsacusi.

CoumnanbHble ceTu

COI_II/IaJ'IbeIe CCTHU AKTUBHO BXOJAT B HaAIly XWU3Hb, MHOI'MC JIFOOU pa60Ta}0T U XHUBYT TaM
IIOCTOsIHHO, 4 B Facebook YK€ 3apCruCTpupoBadH MUJIJIMAPA YCIIOBCK, YTO ABJISICTCSA OI[HOI71 ceabMOM Bcex
JKUTeJIe mnaHeThl. MHOrue mnojb30BaTeld HE INIOHUMArT, 4YTO HH(bOpMaHHH, pasMcliCcHHasd HMMHU B
CONUAJIIBHBIX CCTAX, MOXKCET OBITh HaliieHa U MCIIOJIb30BaHa K€M YroaHo, B TOM 4HUCJIC HE 00s13aTEBHO C
Oarumu HaMCPCHUSAMMU.

OCHOBHBIE COBETHI 110 O€30ITACHOCTH B COMaJIbHBIX CCTAX:

1. Orpanuub CHucOK apy3eil. Y TeOs B Opy3biX HE JOHKHO OBITh CIy4alHBIX M HE3HAKOMBIX
JIIOJIEH

2. 3ammmiaii cBOIO YacTHyIO ku3Hb. He ykaspiBail mapousin, TenedoHbl, ajapeca, JaTy TBOETO
POXKICHUS W JPYryl0 JH4YHYO HH(opManuio. 3MOYMBIIIJICHHUKH MOTYT HCIIOJIb30BaTh Jaxe



MH(OPMAIIHIO O TOM, KaK Thl M TBOM POJHUTENH IUIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3ammimaii CBOIO penmyTaIuio - JIePKH €€ B YUCTOTE U 3a/iaBail cede BOMPOC: XOTeN OBbI ThI, YTOOBI
Jpyrue IMOJb30BaTeId BUJIEIHM, YTO Thl 3arpyxkaemb? llogymail, mpexiae yem 4YTo-TO ONMyOJIMKOBATD,
HAaIUCaTh U 3arPY3UTh;

4. Ecnu Tbl rOBOPUIIIb C JIIOJbMHU, KOTOPHIX HE 3HACIIb, HE UCIIOJIb3YH CBOE pealbHOE UMS U JIPYTYIO
JTUYHYI0 HHGOPMAIMN: UMSI, MECTO JKUTEIILCTBA, MECTO YUeObl U ITPOYee;

5. W3berait pazmenienus Gororpaduii B UHTEpHETE, T/Ie ThI M300paKeH HA MECTHOCTH, IO KOTOPOU
MO>KHO OIPEAETUTH TBOE MECTOIOJIOKEHNUE;

6. IIpu peructpanyu B COLMAIBHON CETH HEOOXOIMMO UCIOIb30BATh CIOKHBIE APOJIU, COCTOSILNE
13 OyKB ¥ IIUGP U C KOJIUYECTBOM 3HAKOB HE MeHee §;

7. Ans conManbHOM ceTH, MOYTHl M IPYTHX CAUTOB HEOOXOIUMO HCIOJIb30BATh pa3HbIe MapOJIH.
Torna eciu Te0s B37I0MAKOT, TO 370YMBIIUIEHHUKU NOJIY4aT JOCTYI TOJIBKO K OJTHOMY MECTY, a HE BO BCe

cpasy.
ONEeKTPOHHbIE AeHbIn

DNeKTPOHHBIE ACHBIU - 3TO OYEHb YIOOHBIN CIIOCOO MIaTeXel, OJHAKO CYIIECTBYIOT MOIIEHHUKH,
KOTOPBIE XOTAT MOJTY4YUTh 3TH JIEHBI .

DNEeKTPOHHBIE AEHBI'M TOSBUINCH COBCEM HEIAaBHO M UMEHHO M3-3a 3TOTO BO MHOTHX IOCYAapCTBaX
710 CHX TOP HE MPOMHUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHM (PYHKIIMOHHMPYIOT M O HHUX Y€ IPOMUCAHO B 3aKOHE, IJIe UX pPa3ieisaioT Ha
HECKOJIbKO BUJIOB - aHOHUMHbBIE Y HE aHOHUMHbIE. Pa3HuIa B TOM, UTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaercsi MPOBOIUTH omepanuu 0e3 UASHTU(UKALUKA TOJb30BaTeNs, a B HEAHOHHUMHBIX
uaeHTU(PUKAIMS TOJIb30BaTeNs SABISETCS 00s3aTeNbHOM.

Taxxke cnemyeT pa3nuyarh AJIEKTPOHHBIE (UATHBIE IEHBI'M (PaBHBI TOCYJaPCTBEHHBIM BaJlOTaM) U
AIIEKTPOHHBIEC HE(UATHBIE ACHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTaM).

OCHOBHBIE COBETHI 110 OE30aCHOM pa60Te C JJICKTPOHHBIMU ACHBI'aMMU:

1. [TpuBsixku K cueTy MOOMIBbHBIN TenedoH. ITO camblii yI0OHBIN U OBICTPBII cIOCO0 BOCCTAHOBUTH
noctyn K cyery. llpuBsizanubiii TenedoH MOMOXKET, eciu 3a0yAellb CBOM IJIATEXHBIA Mapoib WM
3aiJIenIb Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. HCHOHBSYﬁ OJHOPA30BLIC IIAPOJIH. ITocne nepexoJa Ha YCHJIICHHYIO aBTOPpHU3AlNIO Tebe YK€ HC
6y,[[eT YrpoKaTb OIIACHOCTL KpaK! WK IIEPEXBATA IJIATCIKHOTO I1apOJId;

3. Beibepu cnoxsbiii maposs. IlpecTymHukam OyneT He MPOCTO yrajiaTh CIOKHBIM MapoJib.
HanexHble mapoiu - 3To MapoJiu, KOTOpbIE COJepKaT He MeHee § 3HAKOB U BKJIFOUAIOT B ce€0sl CTPOUHBIE U
MPONKCHBbIE OYKBBI, HU(PBI U HECKOJIBKO CUMBOJIOB, TaKHE KaK 3HAK Jojuiapa, (yHTa, BOCKIUIATEIbHbIH
3HaK ¥ T.1. Hanmpumep, $tR0Ong!;;

4. He BBOJHU CBOU JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HE NOBCPSCHID.

AneKTpoOHHas noyTa



ONeKTpOHHAas IOYTa - 3TO TEXHOJOIMS M IPENOCTAaBIISIEMbIE €0 YCIYI'M [0 IEPEChUIKE U
MOJIyYCHUIO AJIEKTPOHHBIX COOOIICHUH, KOTOpBIE PACIpPENeNsIOTCS B KOMIBIOTEpHOW ceTH. OOBIYHO
AIIEKTPOHHBIA TOYTOBBIN SNIMK BBITJSIAUT CIEIYIOUIMM 00pa3oM: HMS IOJIb30BATEIA(@HMS_JIOMEHA.
Taxxe kpoMme niepeaun MpoCToro TeKCTa, UMEETCs BOBMOXKHOCTD IepeaaBaTh (ailiibl.

OcHOBHBIE COBETHI 10 6€30MacHOM paboTe € AIEKTPOHHOUN MOYTOM:

1. Hamo BBIOpaTh mNpaBWIBHBIA IOYTOBBIM CepBUC. B HMHTEpHETE €CTh OrPOMHBIN BBIOOP
OecCIuIaTHBIX MTOYTOBBIX CEPBUCOB, OJTHAKO JyYIIE TOBEPSATh TEM, KOTO 3HACIIb M KTO IEPBBIA B pEUTHUHTE;

2. He yxa3piBalli B JMYHOM mouTe JuuHyro HHQopmanuio. Hampumep, mydme BbIOpaTh
"My3bIKasbHbIN _paHaTt@" wim "pok2013" BmecTo "remal3";

3. Vcnonb3yil ABYXATalHYI aBTOPH3aLUI0. JTO KOrJa MOMHMO Mapojisi HY)KHO BBOJUTH KOJ,
npucblIaeMblil o SMS;

4. BoeiOepu ClOXHBIN Tapoiib. sl KaKIOTO MOYTOBOTO SIIMKA JIOJDKEH OBITh CBOW HAJIC)KHBIH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnm ecTh BO3MO>KHOCTh HANMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIOJIB3YH 3Ty BO3MOKHOCTB;

6. Mcrnonb3yil HECKOJIBKO INOYTOBBIX SIIIMKOB. lIepBBIi 111 4aCTHOW NEPENHMCKU C aapecaTaMi,
KOTOPBIM ThI I0BEpsieIIb. ITO NIEKTPOHHBIN apec He HAJ0 UCMOIb30BaTh IPU PErHCTpaluu Ha GopyMax
M calTax;

7. He oTkpeiBaii (haiiibl U Jpyrue BIOKECHHS B MUChbMaX, Ta)Ke €CJIM OHU MPHUIILIA OT TBOUX JPY3eH.
Jlydire yTOYHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3TH (aiiibl;

8. Ilocne okoHYaHMs pabOTHI HA IOYTOBOM CEPBHCE MEPE]] 3aKPHITUEM BKJIQJKH C CAHTOM HE 3a0y/b
Ha)xaTh Ha "Briitu'".

Knb6epOynnuHr nnum BupTyanbHoe usaeBaTtenbCTBO

KubepOymauHr - mpecienoBaHHe COOOLIEHUSIMU, COJEPKAlIUMH OCKOPOJIEHHs, arpeccuio,
3alyTMBaHKe; XyJIUTaHCTBO; COLUaIbHOE OOHKOTUPOBAHUE C MOMOIIBIO PA3IMYHBIX HHTEPHET -CEPBHUCOB.

OcHoBHBIE COBETHI 110 60pbOE ¢ KHOEPOYILITUHTOM:

1. He 6pocaiics B 60i. Jlyummuii crioco0: mocoBETOBATHCS Kak ce0sl BECTU U, €CIIU HET TOT0, K KOMY
MOYKHO OOpaTUTbCS, TO BHAyale YCIOKOUTbCA. Ecinm Thl HauHellb OTBeYaTb OCKOPOJIEHUSMHM Ha
OCKOpPOJIEHUS, TO TOJILKO elle 00JIblIe pa30KkKellb KOH(IMKT;

2. Ympasisiii cBoelt kubeppernyranuei;

3. AHOHMMHOCTh B CETHM MHHUMaA. CYH_IGCTByIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 3a aHOHHMHBIM
AKKaYHTOM;

4. He ctouT BecTH XyJIMTaHCKMH 00pa3 BUpTyasibHOW kM3HM. MHTepHeT (uKcHpyeT Bce TBOM
JEUCTBUS M COXPAHSET UX. YAAIUTh UX Oy/eT KpalHe 3aTpyJHUTENbHO;

5. CoOnronait cBOO BUPTYaJIbHYIO YECTh CMOJIONY;



6. Urnopupyit enuHuuyHBIA HeraTuB. OJHOPa30Bble OCKOPOHUTEIbHBIE COOOIICHUS JIydlle
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpaliaeTcs Ha Ha4yaabHOW CTa M,

7. Ban arpeccopa. B mporpamMmmax oOMeHa MIHOBEHHBIMU COOOIICHHUSIMH, B COIIUATBHBIX CETSIX €CTh
BO3MOYHOCTb OJIOKUPOBKH OTIPABKU COOOIIEHHH C ONPEAEICHHBIX aJpECOB;

8. Ecnu 11 cBuaerens kubepOymiumHra. TBou AeMcTBHS: BBICTYNIMTH INPOTHUB IpECcieroBaTels,
[I0Ka3aTh €My, YTO €ro JEHCTBHS OLIEHMBAIOTCS HETATHBHO, IOAJEPKATh XKEPTBY, KOTOPOM HYyKHa
MICUXOJIOTHYECKasi IOMOII[b, COOOITUTH B3POCIIBIM O (haKTe arpeCCUBHOTO IMOBEACHUS B CETH.

Mo6unbHbIM TenedgoH

CoBpemeHHble cMapT(OHBI U IJIAHIIETHI COJAEpXKAT B ceOe BIOJHE B3pPOCHBIM (QYHKIMOHAI, U
Terepb OHU MOTYT KOHKYPHUPOBATh CO CTAIlMOHAPHBIMU KoMIbioTepaMu. OJIHAKO, CPEACTB 3alIUTHI IS
MOJOOHBIX YCTPOUCTB MOKA OYEHBb Majo. TeCTUpOBaHUE U MOUCK YSA3BUMOCTEN B HUX MPOUCXOIUT HE TaK
WHTEeHCUBHO, Kak jyist [1K, To e camoe kacaeTcsi 1 MOOMIIBHBIX MPUIIOKECHHI.

CoBpemeHHbIE MOOUIIBHBIE Opay3epbl YK€ MPAaKTUYECKH JOTHAIM HACTOJIbHBIE aHAJIOTH, OJIHAKO
paciuperue GyHKITHOHAIA BIEUET 32 CO00M OOJIBITYIO CIIOKHOCTh M MEHBIITYIO 3aITUIIICHHOCTD.

Jlaneko He Bce MPOU3BOJAUTENH BBITYCKAaIOT OOHOBJICHHUS, 3aKPBIBAIOIINE KPUTHUECKHE YI3BUMOCTU
JUISI CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI 151 6€30TaCHOCTH MOOMIIBHOTO Telle(hoHa:

Huuero He siBasieTcs mo-HacTosmemMy OecruiaTHbIM. bynib ocToposkeH, Beab Koraa Tede mpeararoT
OecruIaTHBI KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAaKWe-TO TIJIaTHBIC YCIIYTH;

Hymaii, mpexxae yem oTnpaBuTh SMS, doto mmm Bumeo. Thl TOYHO 3HAENTb, TAC OHU OyayT B
KOHEYHOM uTore?

Heo6xo1umMo 0OHOBIISATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(hOoHa;
Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI JIIsI MOOMIIBHBIX TEIe(OHOB;

He 3arpy>1<a171 IMPUITIOKECHHUS OT HEM3BECTHOT'O UCTOYHHUKA, BE€JIb OHU MOT'YT COACPKATH BPEAOHOCHOC
IIporpaMmMHOC O6€CHC‘ICHI/IC;

[Tocne Toro Kak THI BBHIMICHIb C CaliTa, Iie BBOAWI JIMYHYIO WH(POPMAIMIO, 3aiM B HACTPOWUKU
Opaysepa u ynanu cookies;

HepI/IOI[I/ILICCKI/I HpOBCprI, KaKHe IUIATHBIC YCIYT' aKTUBUPOBAHBI HA TBOEM HOMCEPCE,

JlaBaii cBoil HOMep MOOWIBHOTO TenedoHa TOMBKO IIOJSAM, KOTOPBIX Thl 3HACHIb U KOMY
JOBEpsielIb;

Bluetooth nomkeH ObITh BHIKIIOUEH, KOT/Ia Thl UM HE MoJib3yelbes. He 3a0biBaii HHOT /1A TPOBEPATH
3TO.

Online urpbl

COBpeMCHHLIC OHJIAMH-UT PbI - 3TO KPAaCOYHBIC, 3aXBATbIBAIOIHUEC PA3BJICUCHUA, O6’beILI/IHSIIOIJ_[I/Ie



COTHH THICSY YEJIOBEK 10 BceMy MHUpPY. IpOKHM MCCIeNyIOT JaHHBIH UM MHp, OOIIAIOTCS APYT C IPYyroMm,
BBIIIOJIHSAIOT 33JlaHUs, CPa)XalOTCS C MOHCTpaMHM M IOJY4aloT OMBIT. 3a YJOBOJLCTBUE OHHU IIIATAT:
MOKYNAIOT JUCK, OIUIAYMBAIOT a0OHEMEHT HJIM MPUOOPETAIOT KaKUe-TO OTIINH.

Bce atu cpenctBa mayT Ha moaAep)KaHWE W Pa3sBUTHE UIPHI, a TAKXKE Ha caMy OE€30MacCHOCTS!
COBEPILEHCTBYIOTCS CHCTEMbI aBTOPH3AllMM, BBITYCKAIOTCS HOBBIE NaTydl (IMQPOBBIE 3aIUTATKUA JUISA
IIPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX HUrpax CTOUT OIlacaTbCd HE CTOJIBKO CBOHMX COIICPHHUKOB, CKOJIBKO KpaXu TBOCIO
ImapoJisd, Ha KOTOpOM OCHOBaHa CUCTEMA aBTOpU3aALlUN OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 10 OS30IIACHOCTU TBOETO HUI'pOBOI'0 aKKayHTa:

1. Ecnu npyroil urpok Beaer cedsl INIOXO MM CO3/aeT Tebe HENMpHUSATHOCTH, 3a0JOKUpYH ero B
CIIHCKE UTPOKOB;

2. Tloxanyiics agMUHUCTpaTOpaM UIPhl Ha IUIOXO€ IIOBEJEHHUE ATOI0 HUIPOKa, JKEIaTelbHO
MPUJIOKUTH KaKHe-TO J0Ka3aTeIbCTBa B BUI€ CKPUHOB;

3. He yka3sbiBaii muuHyto uHGopMaluio B podaiine urpsl;
4. YBaxal Ipyrux y4aCTHUKOB [0 UTPE;

5. He ycranaBnuBaii HeouIIUagbHbIE TTATYA U MOJIBI;

6. Mcronb3yi CIOKHBIE U Pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMs UIphl HE CTOUT OTKJIKOYATh aHTUBUpYC. [loka ThI Urpaeiib, TBOM KOMIIBIOTEP
MOTYT 3apa3HTh.

PULWMHTr Unun KpaXxa NMN4YHbIX AaHHbIX

OOBIYHOM KpaXkel JeHer W JOKYMEHTOB CErOJIHS YK€ HHMKOIO HE YAWBHIIb, HO C pPa3BUTHEM
WHTEPHET-TEXHOJIOTHIA 3JIOYMBINUICHHUKH IEPEMECTUINCh B HMHTEPHET, W IPOJOJDKAIOT 3aHUMATHCS
"IIr0OUMBIM" IETTOM.

Tak mosiBMIIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (UIIWHT, TJIaBHAs 11eJb KOTOPOTO
COCTOUT B TIOJYYCHUH KOH(HICHIIMAIBHBIX JaHHBIX TII0JIb30BaTeNieii - JIOTHHOB W mapoieil. Ha
aHrnuiickoMm s3bike phishing yntaercs kak ¢ummHr (ot fishing - peiOHas noBs, password - mapois).

OCHOBHBIE COBETHI 1T0 OOPHOE ¢ PUIITMHTOM:

1. CJ'IC,Z[I/I 34 CBOMM aKKayHTOM. Ecau TwI moao3pceBaciuib, 4YTO TBOA aHKCETA ObL1a B3JI0MaHa, TO
HeO6XO,Z[I/IMO 33.6JIOKI/Ip0BaTB ccu COO6H_[I/ITI:> AIMUHUCTpATOPaM peCypca 00 3TOM KaK MOYHO CKOpEE;

2. I/ICHOJ'II)?»yﬁ Oe3oImacHbIe Be6'CaI>’ITBI, B TOM YHCJIC, HHTCPHECT-MAra3nHOB N MOUCKOBLIX CUCTCM;

3. HCHOJ’IL?»yﬁ CJIOKHBIC U Pa3HbIC IAPOJIH. Taxkum 06pa30M, ecau  TeOs B3JIOMAroT, TO
3JIOYMBIIUJICHHUKHA 1TOJIY4YaT JOCTYII TOJIBKO K OJHOMY TBOCMY HpO(i)I/IJ'IIO B CCTH, a4 HC KO BCCM;

4. Ecau T1ebs B3JIOMajIn, TO HeO6XO,Z[I/IMO npeaynpeanuTb BCCX CBOUX 3HAKOMBIX, KOTOPBIC
,Z[O6&BJICHLI y TeOs B ApPYy3biaX, O TOM, YTO TeOs1 B3JIOMAJIU U, BO3MOXHO, OT TBOCTO HMCHH 6y;[eT



pacchlIaThCs CIlaM M CCHUIKH Ha (PUIIUHTOBBIE CANUTHI;
5. YcranoBu HaaexHbIH napoib (PIN) Ha MOOMIBHBIN Tene(oH;
6. OTKII0YM COXpaHEHHUE MapoJis B Opaysepe;

7. He oTkpeIBaii (ailsibl 1 Apyrue BIOKEHUS B MMCbMaX, JAa)K€ €CJIM OHU MPUILUIM OT TBOUX ApYy3eil.
Jlydiie yTOYHH Y HUX, OTIIPABJISLIN JIX OHU TeOE ITH (PaIIbI.

LUudposas penytauus

[udpoBas penyramuss - 3TO HEraTMBHas WIM NO3UTHBHAs HHQopMmauus B ceTH O Tebe.
Komnpomerupyromast nHpopManus, pa3MelleHHasi B UHTEPHETE, MOKET CEPbE3HbIM 00pa3oM OTPa3UThCS
Ha TBOeW peanbHOU ku3HU. "lludpoBas pemyrarmusa" - 3TO TBOH HUMHUIK, KOTOPBIM (QopMupyercs u3
nHpopmanuu o Tede B UHTEPHETE.

TBoe MecTo KuUTenbCcTBa, y4eObl, TBO€ (PMHAHCOBOE IOJIOKEHHE, OCOOEHHOCTH XapakTepa H
pacckasbl 0 OJM3KUX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHorue noApoCTKH JErKOMBICIIEHHO OTHOCSTCS K MMyONUKaluy JU4HON nHpopmanun B lHTepHeTE,
HE MOHMMAasi BO3MOXKHBIX NOCHEACTBUMA. ThI Jake HE CMOXKeEIb I0rafaTrbcs O TOM, 4To (oTtorpadus,
pa3MenieHHas 5 JeT Ha3aj, cTaja NPUYUHOM 0TKa3a MPUHATH TeOs Ha paboTy.

KommenTapun, pasmemienne TBoux (ororpaduii u npyrue ACHCTBUS MOTYT HE HCUE3HYTh JaXe
MoCJIe TOTr0, KaK Thl UX yJaIulIb. Thl HE 3Haellb, KTO COXpaHWI 3Ty MH(pOpPMaINIO, Tonajia Ju OHa B
MTOMCKOBBIE CHUCTEMBbI M COXpPaHWJIACh JIM OHA, a IJIABHOE: YTO MOAYMAlOT O Tebe OKpYKAroIlHe JIIOAH,
KOTOPBIC HAMAYT M YBUAAT 3T0. HaiiTu mHMOpMAaI|io MHOTO JIET CITYCTSI CMOYKET JIF000M - KaK U3 J0OPhIX
MOOYKJICHUH, TaK U C HAMEPEHUEM PUYUHHUTD BpeA. DTO MOXKET ObITh KTO YTOJHO.

OCHOBHBIE COBETHI IO 3alTUTE ITU(POBOM peITyTaINH:

1. Ilogymaii, mpexkae 4em 4To-TO MyOJIMKOBaTh M IepefaBaTh y ce0s B OJ0Te UM B COLMAIbHOM
CceTH;

2. B Hacrpoiikax mnpodusis yCTaHOBHM OTpaHUYECHHS Ha IPOCMOTP TBOETO MNPO(PWIsI M €ro
COZEP)KMMOTO, CIIeTal ero TOJbKO "jist apy3en';

3. He pa3memaii 1 He yka3biBaii HHPOPMAIUIO, KOTOpas MOXET KOTO-JIMOO OCKOPOJISITH HIIH
00MWXKaTh.

ABTOpCKOe npaBo

COBpeMeHHHe IMKOJBbHHUKHK - aKTHBHBIC ITIOJIB30BATCIIN I_[I/I(l)pOBOFO MMpOCTPAHCTBA. O)IHaKO JaJICKO
HC BCC 3HAIOT, YTO ITIOJIb30BAHUC MHOI'MMH BO3MOXKHOCTIMH I_II/I(i)pOBOFO MHpa Tpe6yeT CO6J'IIO,[[6HI/I$I IpaB
Ha UHTCJUICKTYaJIbHYIO COOCTBEHHOCT.

TepMI/IH "I/IHTCJ'IJ'ICKTyaJ'IBHa}I COOCTBEHHOCTB'" OTHOCHUTCS K Pa3JINYHBIM TBOPCHUAM YCIIOBEYCCKOI'O
yMa, Ha4YrHasg ¢ HOBBIX I/I306peTeHI/II71 1 3HAKOB, O603H3.‘-IaIOIJ_II/IX COOCTBEHHOCTD Ha MMPOAYKTHI U YCIIYTHU, U
3daKaH4YuBas KHUI'aMH, q)OTOFpaq)I/ISIMI/I, KI/IHO(I)I/IJ'ILMaMI/I 1 MY3bIKAJIbHBIMU ITPONU3BCACHUAMU.

ABTOpCKI/IC paBa - 2TO IIpaBa Ha HWHTCIUICKTYAJbHYIO COOCTBEHHOCTh Ha MMPOU3BCACHUA HAYKHU,
JIUTCpAaTypbl W HCKYCCTBA. ABTOpCKI/Ie IIpaBa BbBICTYHNAKOT B Ka4Y€CTBC TapaHTUHU TOro, 4YTO



MHTEIUICKTYaJIbHBIN/TBOPUECKUN TpyA aBTOpa He OyAeT HampacHbIM, JacT €My CIIpaBeIMBbIE
BO3MOXHOCTHM 3apaboTaTh Ha pe3yiabTaTax CBOETO TPyJa, MOJYyYUTb M3BECTHOCTh W Npu3HaHue. Hukro
0e3 paspelieHusi aBTOpa HE MOXKET BOCIPOM3BOJIUTH €ro IMPOU3BEICHUE, PACIPOCTPAHSATH, ITyOIHMYHO
JEeMOHCTPUPOBATh, IPOJaBaTh, HMIIOPTHPOBATh, IyCKaTh B MPOKaT, MYOJMYHO HCIIOJHSATS,
MOKa3bIBATh/UCIOIHATH B 3(pupe nim pasmeniats B UaTepHeTe.

Hcnonp3oBanue "muparckoro" mporpaMMHOro oOecrieueHus MOXKET IMPUBECTH K MHOTUM PHUCKaM:
OT TIOTEpU [AHHBIX K TBOMM aKKayHTaM JI0 OJIOKHPOBKM TBOETO YCTPOMCTBA, TJe YCTAaHOBJICHA
HenerainpHast mporpamma. He crouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETallbHbIE M O€CIJIATHBIC
IIPOrpaMMbl, KOTOPbIE MOXHO HAalTH B CETH.

O nopTane

CereBUYOK.p( - TBOM I'JIaBHBIN COBETUHK B CETU. 3J1€Ch Thl MOXKEIlIb Y3HATh O 0€30MIaCHOCTU B CETU
MOHATHBIM U JIOCTYIHBIM $3bIKOM, a IPU BO3HUKHOBEHHM KpPUTHUYECKOW CUTyallud OOpaTUThCS 3a
COBETOM. A Tak)Ke IPUHSATH y4aCTHE B KOHKYpPCaxX U CTaTh CaMbIM LIU(PPOBBIM I'paxAaHUHOM!

[Ipunoxenne N 3
NAMATKA ONA POOUTENENA O6 UHOOPMALIMOHHOW BEE30NACHOCTU OETEN

Omnpenenenne TepMuHa "WHPOpMaMOHHAs Oe30macHOCTh nerel’ coaepxutcs B denepanbHOM
3akoHe N 436-D3 "O 3ammre nererd oT nHGOPMAINK, TPUIUHSIONIECH BpE MX 3I0POBBIO U Pa3BUTHIO",
PETYIHUPYIOIIUM OTHOLIEHUS, CBSI3aHHBIE C 3aIlUTOM neTeil oT mHbopManuy, TPUYUHSIONIEH Bpen uX
310pOBBIO U (MiK) pa3zButhio. CoriiacHO JaHHOMY 3aKOHY "WH(OpManMoHHas 0€30MacHOCTh JeTel" - 3TOo
COCTOSIHUE 3alIUIIIEHHOCTH, IIPU KOTOPOM OTCYTCTBYET PUCK, CBSI3aHHBINM C MPUUMHEHUEM HH(pOpMaIueit
Bpe/a UX 3710POBbIO U (WIH) (PU3HUECKOMY, IICUXUYECKOMY, TyXOBHOMY, HPAaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanbaoro 3akona N 436-03 uHpopManuei, TpUUUHSAIONICH Bpea 3J0POBbIO U (WIIH)
Pa3BUTHIO JIETEH, SIBIISIETCS:

1. uadopmarus, 3anpenieHHas s paclpoCTPaHEeHUs Cpeiu AeTel;

2. unpopmaliys, pacupocTpaHeHuEe KOTOPOH OTPAaHHUEHO CPElu JETEeil OMpeeIeHHbIX BO3PACTHBIX
KaTeropuil.

3. K undopmanuu, 3anpeieHHou uis pacpoCTpaHeHHsI CPEAU IETei, OTHOCUTCS:

4. undopmanus, nodyxkaaromas aeTeil K COBEPIIEHUIO ACUCTBUM, MPEACTABIAIOUINX YIrpo3y HX
KHU3HU U (MUJIM) 3[J0POBBIO, B T.4. IPUUMHEHUIO BpEa CBOEMY 3/10pPOBBIO, CAMOYOUINCTBY;

5. cnocoOHOCTh BHI3BATH y JIeTeH JKelaHue YHOTpe6I/ITB HApKOTUYCCKUC CPCACTBA, ICUXOTPOIIHBIC U
(I/IJ'II/I) OypMaHHBAarOmue BCIICCTBA, Taba4YHbIC HU3JCIIHA, QaJIKOTOJIBHYHO W CIIUPTOCOACPIKAIIYIO
MMPpOAYKIIUIO, MMMBO U HAIIUTKH, U3IOTABJIMBACMBIC Ha €ro OCHOBC; IMPUHATH Y4aCTHC B a3apTHBIX HUI'PAX,
3aHUMATbCA HpOCTHTy’I.IHCﬁ, 6p0)15I)KHI/I‘-ICCTBOM nin HOHpomaﬁHHQCCTBOM;

6. O6OCHOBBIBaIOH_Ia}I WK oIpaBAbIBaromiass AONYCTUMOCTb HACHUIIUA U (I/IJ'II/I) JKECTOKOCTH JTHOO0



HO6y>KZ[aIOIJ_Ia$I OCYHICCTBJIATL HACUJILCTBCHHLIC I[CﬁCTBPISI 110 OTHOHICHUIO K JIFOAAM U ) KUBOTHBIM,

7. oTpunaromas ceMeiHble IICHHOCTH U (GOPMHPYIOIIast HEYBaXKEHUE K POAUTEISAM U (WIH) IPYrUM
YJIEHaM CEMBHU;

8. ompaB/pIBAOINAs TPOTUBOTIPABHOE TIOBEICHUE;
9. coneprkamiasi HEIeH3ypHYIO OpaHb;
10. coneprkariast nHGOpPMALIHIO TOPHOTPAYUISCKOTO XapaKTepa.

K unpopmanuu, pacnpocTpaHeHne KOTOPOH OrpaHHYEHO CpeAd AETel OMNpeesIeHHOro BO3pacTa,
OTHOCHTCSL:

1. uaopmanus, npencraniasieMasl B BUAE U300paKeHHs WIIM OTIMCAHUSI )KECTOKOCTH, (PU3NYECKOTO U
(MJIM) ICUXUYECKOTO HACWIINSL, TPECTYIJICHUS! WJIM UHOTO aHTUOOLIECTBEHHOTO AEHCTBHUS;

2. BBI3BIBAIOIIAA Y z[eTeﬁ CTpax, yXaCc WJIM IMaHUKy, B T.4. IPCACTaBIACMasd B BUAC 1/1306pa>1<eHH5[
Wi OIlMCaHus B YHH)I(aIOI]_[eﬁ YEJIIOBCUYCCKOE JOCTOMHCTBO q)opMe HEHaCHJIBCTBEHHOM CMEPTH,
3a00JieBaHUs, CaMOYOUHCTBA, HECUACTHOTO CIydasi, aBapyuu WK KaTacTpo(bl U (MIK) UX TOCTIEACTBUIA;

3. mpencTaBisieMasi B BUJI€ H300paXE€HUs WM OTTMCAHUS MOJOBBIX OTHOIICHUH MEXTY MY>KUYHHOU U
JKCHIITUHOM;

4. copeprkaiiias OpaHHbIE CII0OBA U BBIPAXKEHUSI, HE OTHOCSIINECS K HELIEH3YpHOH OpaHu.

C yderom »storo Bam mpepmaratorcs mpaBmwia paboTel B ceTh VHTEpHET sl pa3iMvHBIX
BO3PACTHBIX KaTETOpHUH, COOMIOACHNE KOTOPHIX MO3BOJUT 00ECeYNTh HH(OOPMAITMOHHYIO O€301MacHOCTh
BalllUX JETEMN.

O6wwe npaBuna ans poauTeneun

1. He3aBucumMo oT Bo3pacTa peOeHKa HCIOJIB3YHTEe MporpaMMHOE OOecreueHue, MOMOraroliee
¢buIbTpOBaTH W KOHTPOJUPOBATH HMH(OPMAIMIO, HO HE IMoJlaraiitech MOJHOCTHIO Ha Hero. Barme
BHHUMaHUE K peOCHKY - IIaBHBIA METO]] 3aILIUTHI.

2. Ecnu Bam peOeHOK HMeeT akKayHT Ha OJHOM U3 coluaibHbiXx cepsucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m.), BHUMaTENbHO H3Yy4YHMTE, KaKyl0 HHGPOpPMAIMI0O MOMEUIAIOT €ro
YYaCTHUKHU B CBOMX Mpoduisx u 6morax, Bkiouas ¢potorpaduu u BUAEO.

3. IlpoBepbTe, ¢ KakuMU JpPYTMMH CaliTaMH CBSI3aH COLMANbHBIN cepBuc Bamiero peOeHka.
Crpannuku Bamero pebenka Moryr ObITh 0€30macHbIMH, HO MOTYT M COAEPKAaTh CCBHUIKM Ha
HEeXKellaTeNbHbIE U OMacHble CalThl (HApUMeEp, MOPHOCANT, WM CalT, HA KOTOPOM APYr YIOMHHAET
HOMep coToBoro Tenedona Bamiero pebenka nim Bam qomaiinuii agpec)

4, HOOH.IprﬁTC Bammux gereit COO6H_[8_TB 000 BceM CTPAaHHOM HJIM OTTAJIKHUBAIOMIEM U HC CIHMIIKOM
oCTpoO pearI/IpyﬁTe, KOoraga OHHM 3TO JOCJIar0T (I/I3'38. OMacCHUA IMOTEPATb HOCTYII K I/IHTepHeTy JAC€TU HE
TOBOPAT POAUTEIISAAM O HpO6J'I€MaX, a TaK’KC MOTYT Ha49aThb UCIIOJIB30BATh I/IHTepHeT BHC JOMa U I_HKOJ'ILI).

5. byneTe B Kypce cereBoit ku3HM Bamnero peGenka. MHTepecyiiTech, KTo UX Jpy3bsi B MHTEepHET
TaK K€, KaK HHTEPECYETECh PEAIbHBIMU JAPY3bsIMH.



Bo3pacTt ot 7 oo 8 ner

B HuTepHeTe pebeHOK cTapaeTcs MOCETUTh T€ WM WHBIC CAMTHI, @ BOBMOYKHO M YaThl, pa3pelICHNE
Ha TOCENIEHHEe KOTOPbIX OH He MOJy4ws Obl OT pomuterneil. IlosTomy poauTensM 0coOEHHO MOJIE3HBI
OyAyT TE€ OTYeTBl, KOTOpBIE TMPENOCTABISAIOTCS NPOrpaMMaMH [0 OTPAHUYCHUIO HCIIOJIb30BAHMS
Wurepuera, T.e. Poaurenbckuil KOHTPOJIb UM TO, YTO Bbl CMOKETE YBHMJIETh BO BPEMEHHBIX (haiinax. B
pe3ynbTaTe, y pebeHka He OyneT OLIyLIEHHUs, YTO 3a HUM BEIETCS MOCTOSHHBIM KOHTpPOJb, OJIHAKO,
poauTenu OyAyT MO-NPEKHEMY 3HaTh, KaKhe calThl mocemiaer ux pedeHok. [letw B gaHHOM BO3pacTe
00J1aJaf0T CUJIBHBIM YyBCTBOM CEMbBH, OHU JOBEPUYHMBBHI U HE COMHEBAIOTCS B aBTOpUTeTax. OHH JIHOOAT
UTpaTh B CETEBBIC UIPBI U ITYTEIIECTBOBATH 110 VIHTEpHETY, UCIIONB3Ysl JIIEKTPOHHYIO II0YTY, 3aXOJUTh Ha
CalThl U YaThbl, HE PEKOMEHIOBAHHBIE POJUTEISIMMU.

Cosertsl 110 Oe30macHocTy B cetu UHTEpHET /1 neteit 7 - 8 net

1. Co3paiiTe cCIMCOK JOMAIIHUX MpaBuI nocenieHus MiaTepuera npu yuactuu aeteil u TpedyiTe ero
BBITIOJIHEHHUSI.

2. Tpebyiite or Bamero peGenka coOto/ieHUSI BpEMEHHBIX HOPM HAaXOXIACHUS 32 KOMIIBIOTEPOM.
[Tokaxute pedenky, uto Bbl HabmogaeTe 3a HUM He moToMy 4To Bam 3T0 Xodercs, a motomy uto BhI
OecrokouTech 0 ero 6€30MacHOCTH U BCErja TOTOBbI €My IIOMOYb.

3. Kommbeiorep ¢ moaximtoueHueM K WHTepHETYy IOJDKEH HaxOJIUThCS B OOIIEH KOMHATE IO
MIPUCMOTPOM POJIUTENEH.

4. Mcnionp3yiTe cienuaibHbIC IETCKUE MMOUCKOBBIE MAIIIMHBI.

5. Hcrnonp3yiite cpeactBa OJOKUPOBAHUS HEXKEIATETLHOTO KOHTEHTAa KaK JOTIOJHEHHE K
cTaHzapTHOMY PoauTenbckoMy KOHTPOJTIO.

6. Co3maiiTe CeMEWHBIH DJIEKTPOHHBIN SAMMK, YTOOBI HE MO3BOJUTH JIETAM HWMETh COOCTBEHHBIC
azapeca.

7. BJ'IOKI/Ipyf/'ITC JOCTYII K caiitaM ¢ O€ECINIAaTHBIMHA ITOYTOBBIMH SAIUKaMHu €  IIOMOIIBRO
COOTBCTCTBYIOIICTO ITPOIPpaMMHOI'O oOecreyeHus.

8. Ilpuyunte nereir coBeroBaThcs ¢ Bamu mepen omyOiMKoBaHMEM KakoW-nOo WHOOpMaIun
CpeICTBaMH JIEKTPOHHOM MOYTHI, YaTOB, PETUCTPALMOHHBIX POPM U mpoduieii.

9. HayuuTte nereit He 3arpyxath (aiiiibl, IporpaMMBbl WIIM MY3bIKY 0€3 Balllero corjacus.
10. He pa3pemaiite aeTsM HCII0JIb30BaTh CIyKObl MTHOBEHHOTO OOMEHA COOOLICHUSAMHU.

11. B "Genplii" CIMCOK CAMTOB, Pa3pelICHHBIX Il MOCEIIECHUS, BHOCHTE TOJBKO CAWTHI C XOPOIIEH
peryrauuen.

12. He 3a0bIBaiiTe OecenoBarh ¢ IeTbMHM 00 MX Apy3bsxX B MHTepHeTe, Kak eciau Obl pedb IUIa O
IPY3bsiX B PeabHOM KU3HMU.

13. He penaiite "ta®y" M3 BOIPOCOB IMOJIOBOM JKM3HHU, TaK Kak B MHTepHeTe NeTH MOTYT JIerko
HATKHYTHCSI Ha IOPHOTpadHIO WM CAalThI "1 B3pOCIbIX".

14. Ilpuyunre Bamero pebGeHka cooOmaTh BaM O JIOOBIX yrpo3ax WM TpPeBOrax, CBSI3aHHBIX C



WNutepuerom. OcTaBaiiTech CIIOKOWHBIMA M HAIIOMHHUTE JETSAM, YTO OHM B OE30MACHOCTH, €CITH CAMH
pacckazaiy BaM O CBOMX TpeBorax. lloxBamuTe WX W MOCOBETYWTE MOJOUTH €mie pa3 B IMOJOOHBIX
Cyvasx.

BospacT getenn ot 9 no 12 nert

B manHOM BO3pacTe IeTH, Kak MPaBHJIIO, yKe HACIBIIIAHBI O TOM, Kakas HHPOpMaIus CyIeCTBYeT B
WNuTtepuere. CoBeplIEHHO HOPMAJIbHO, YTO OHU XOTST 3TO YBMJIETh, IPOYECTh, ycibliaTh. Ilpu sToM
HY)KHO IIOMHHUTb, YTO JIOCTYI K HEXEJIaTeIbHBIM MaTepuaiaM MOXHO JIETKO 3a0JI0KUpPOBATh MPU IIOMOIIH
cpencts Poautenbckoro KOHTpOIs.

Cosersl o 0e30macHOCTH JUIs nerer ot 9 mo 12 ner

1. Co3pgaiiTe ciMCOK IOMAIIHUX MpaBui nocenieHus: HTepHeT npu yyacTuu Aerell u TpedyiTe ero
BBITIOJTHEHUS.

2. TpeOyiite ot Bamero peberka co6it01eHUsI HOPM HAXOXKJEHUS 32 KOMITBIOTEPOM.

3. HabGumromaiite 3a peOGeHKOM TIpH paboTe 32 KOMIBIOTEPOM, TTOKAXKUTE eMy, 9YTO BBl OecriokonTech
0 ero 0e30MacHOCTH ¥ BCET/Ia TOTOBBI OKa3aTh €My TIOMOIITb.

4. KowmmpioTep ¢ moAkiIOYeHHEM B HMHTEpHET AOKEH HaxOJWUThCs B OOIIEH KOMHATE IO
MIPUCMOTPOM POJUTENEH.

5. Hcrmonp3yiite cpeactBa OJOKUPOBAHUS HEXKEIATETLHOTO KOHTEHTAa KakK JOTIOJHEHHE K
cTaHIapTHOMY PoauTenbckoMy KOHTPOJTIO.

6. He 3a0pIBaiiTe MpuHUMAaTh HEMIOCPEICTBEHHOE YYacTHE B )KHU3HH peOCHKA, OeceloBaTh C JETbMHU
00 ux apy3bsx B HTEpHETE.

7. HacrauBaiiTe, 4T0Obl JE€TH HHUKOI/Ia HE COTJAIIAJNCh HAa JIMYHBIE BCTPEYU C JIPY3bSIMHU IIO
Hutepnery.

8. To3BouisiiTe AETSAM 3aXOIUTh TOJIBKO Ha CAWTHI U3 "0e0ro" CrHcKa, KOTOPBIA CO3/IaliTe BMECTE C
HUMU.

9. [Ipuyunte neTeit HUKOTA HE BbIIABATh JTUYHYIO HH(GOPMAIUIO CPEICTBAMU AIIEKTPOHHOMN MOYTHI,
4aToB, CHCTEM MTHOBEHHOTO 0OMEHa COOOIEHUSIMH, PErHCTPAIIMOHHBIX (HOPM, THUHBIX Mpodumeit u npu
perucrpaiuu Ha KOHKypchl B IHTEepHeTe.

10. IIpuyuure neteit He 3arpyxarb mporpammsel 6e3 Barmero paspemenus. O0bICHUTE UM, YTO OHU
MOTYT CIy4ailHO 3arpy3uTh BUPYCHI HIIM APYroe HeXellaTeIbHOe IPOrpaMMHOe oOecrieueHue.

11. Co3naiite Bamemy peOeHKY OTpaHMUYEHHYIO YUETHYIO 3aIIUCh JUIsl paOOTHl Ha KOMITBIOTEpE.

12. Ilpuyunre Bamero pebGeHka cooOmaTh BaM O JIOOBIX yrpo3ax WM TpPeBOrax, CBSI3aHHBIX C
WuTepHerom. HamoMHuTe 1€TM, 4TO OHM B O€30IIACHOCTH, €CIIM CaMU paccKa3ajld BaM O CBOUX TPEBOTAxX
U OTNACEHHUSX.

13. Pacckaxwure aersm o nopHorpaguu B MHTEpHETE.

14. HacrauBaiiTe Ha TOM, YTOOBI JACTH NPCAOCTABJIIA BaM HNOCTYII K CBOEH SHCKTpOHHOﬁ Io4yTe,



9TOOBI BBl YOMIIUCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMHU.

15. OOwsicHuTe AETAM, YTO HEIb3s HCIOJIB30BaTh CETh JUIA XYJIMTAHCTBA, PAaCIPOCTPAaHEHHS
CILUIETEH WX yrpo3.

Bo3pacTt geten ot 13 oo 17 netr

B 3TOM BO3pacTe moapOCTKH aKTUBHO MCHOJB3YIOT OMCKOBBIE MAIITUHEI, ITOJIB3YIOTCS JIEKTPOHHON
MOYTOH, CITy’)KOAMH MTHOBEHHOTO OOMEHa COOOIIEHHUSIMH, CKAYMBAIOT MY3bIKY B (DMIbMBI. Maipunkam B
3TOM BO3pacTe OOJbIe [0 HPaBY CMETaTh BCE OTPAHWYCHUS, OHH JKXKIYT TpyOOTo IOMOpa, a3apTHBIX
Urp, KapTUHOK "mis B3pociblxX". JIeBOUKM MpeNnoYuTaroT oOliaTbcs B yaTax, MPU 3TOM OHU Tropas3io
0oJiee TyBCTBUTENBHBI K CEKCYaJIbHBIM JIOMOTaTenbCcTBaM B MIHTEpHETE.

3a4acTyio B JAHHOM BO3pAcTe POJUTEISIM YK€ BEChMa CIIOKHO KOHTPOJIMPOBATh CBOMX JETEH, Tak
Kak 00 lHTepHeTe OHU YK€ 3HAIOT 3HAUMUTEIbHO OoJbllle CBOMX poaureneil. Tem He MeHee, He
oTmyckaiite nereit B '"cBoOonHoe miaBaHue" mo HWHrepHery. CrapaiiTech akTHBHO y4acTBOBaTh B
oOuieHnu pedberka B MHTepHeTe.

BaxHo no-npexxHeMy cTporo coomronats npasuia MHTepHET-0€3011aCHOCTH - COTJIAIIEHHE MEXy
poautensiMu U neTbMU. Kpome TOoro, HeoOXOoAMMO Kak MOYKHO dalle MNpOCMaTpUBaTh OTYETHI O
nestensHOoCTH Aered B MurepHere. Crienyer oOpaTuTh BHUMaHHE Ha HEOOXOJHMMOCTH COJIEp:KaHUS
pPOIUTENbCKUX Taposei (maposield aIMUHHUCTPATOPOB) B CTPOTOM CEKpeTe M OOpaTuTh BHHUMAaHHUE Ha
CTPOTOCTh 3TUX IapOJIEH.

CoBeTsl 110 0€30MMacHOCTH B 3TOM Bo3pacTe oT 13 1o 17 net

1. Co3zpaiiTe CNMCOK AOMAIIHUX MPaBWI MOCEmeHUs: MHTepHeTa Mpu y4yacTUH MOJPOCTKOB U
TpeOyiiTe 0e3yCIOBHOTO €ro BbINMOJHEHHA. OOroBoputTe ¢ pPeOSHKOM CITMCOK 3alpelleHHBIX CaHTOB
("uepHslit cicok"), ackl paboThl B IHTEpHETE, PyKOBOJICTBO 10 00IIeHuI0 B MIHTEpHETE (B TOM YHCIE B
yaTax).

2. KomMmproTep ¢ moAKIIOYeHHEM K ceTh IHTepHET N0/DKeH HaXOAUThCS B 0OIIel KOMHATe.

3. He 3a0b1BaiiTe OeceoBath ¢ 1eThbMHU 00 UX JIPYy3bsiX B IHTepHETE, O TOM, YeM OHH 3aHATHI TAKHUM
o0Opa3om, OyATO pedb UACT O JPY3bIX B pealibHOM ku3HU. CHpalliuBaiTe O JIIOIIX, ¢ KOTOPBIMH JICTH
00IIAIOTCS IOCPEACTBOM CITY)KO MIHOBEHHOTO OOMEHA COOOIICHUSMH, YTOOBI YOSAUTHCS, YTO ITH JFOIN
MM 3HAKOMEI.

4, HCHOHBSYﬁTC cpeacrBa 6J'IOKI/IpOBaHI/I${ HCXKCIIATCIIbHOI'O KOHTCHTA KaK JOIIOJTHCHHE K
CTaHAApTHOMY POI[I/ITGJ'IBCKOMy KOHTPOJIIO.

5. HeO6XOI[I/IMO 3HATb, KAKUMHU YaTaMH IIOJIb3YIOTCH Bamu nperw. HOOH.IpSIfITG HCIIOJIB30BaHHUC
MOJCPHUPYEMBbBIX YaTOB U HaCTaHBaﬁTe, YTOOBI JACTH HE 06H_IaJ'II/ICB B IIPUBATHOM PECIKUMC.

6. HacrauBaiiTe Ha TOM, YTOOBI JE€TH HHUKOTJAa HE BCTPEUAINCh JIMYHO C JIPY3bsIMH U3 CETH
HHurepHer.

7. IlpuyunTe Aereil He BbIIABaTh CBOIO JMYHYIO MH(YOPMALMIO CPEJICTBAMU 3JIEKTPOHHOM IOYTHI,
9YaToOB, CHCTEM MTHOBEHHOI'O 0OMEeHa COOOIIEHUSMHU, PErUCTPAIMOHHBIX (OPM, JIMUHBIX TpoQuieil u npu
perucrpanyy Ha KOHKypcsl B IHTepHeTe.

8. Ilpuyunte netei He 3arpyxath nmporpaMmsel 6e3 Bamero paspemenus. OObSCHUTE UM, YTO OHU



MOTYT CIy4aifHO 3arpy3uTh BUPYCHI HIIH JIpyroe HeXeIaTeabHOe MPorpaMMHOe oOecrieueHue.

9. Ilpuyunre Bamero pebenka cooOmars BaM O JIIOOBIX Yrpo3ax WM TPEBOTaX, CBS3aHHBIX C
HNurtepuerom. HamomMHuTe 1€TAM, 4TO OHU B O€30IIACHOCTH, €CJIM CAMU PaccKas3ald BaM, O CBOMX YIrpo3ax
M TpeBorax. [loxBaauTe UX ¥ MOCOBETYNUTE MOJONTH €llle pa3 B MOJAOOHBIX CIydasiX.

10. Pacckaxute aerssm o mnopHorpadum B WHTepHere. IlomMorMTe MM 3alUTHTHCS OT Cliama.
Hayunrte nmoapocTkoB He BblIaBaTh B MIHTEpHETE CBOEr0 PEaJIbHOTO 3JIEKTPOHHOIO aJpeca, HE OTBEYaTh
Ha HEeXKeJaTeJIbHbIE MHChbMa U UCII0JIb30BaTh CIIEUAIbHbBIE I0YTOBBIE (PUIIBTPHI.

11. ITpuyunte ceOs 3HAKOMUTBCS ¢ caliTaMH, KOTOPbIE MOCEIIAIOT MOIPOCTKH.

12. Hayuute nereit yBaxarb APYrux B MHTEpHETE. Y O€AUTECH, YTO OHM 3HAIOT O TOM, YTO IpaBHJIa
XOPOLIEro MOBEIEHUS AEUCTBYIOT BE3/I€ - Ja)KE€ B BUPTYaIbHOM MHUPE.

13. OOBsicHUTE NEeTAM, YTO HU B KOEM Cliydae HeNb3s HCMOoib30BaTh CeTh ISl XYJIUTaHCTBA,
pacmpoCTpaHeHHUsI CIUIETEH WJIH YIPO3 IPYTrUM JIIOISIM.

14. OOGcynute Cc MOAPOCTKAMHM TMPOOJIEMBI CETEBbIX a3apTHBIX WUIP M UX BO3MOXHBIM PHUCK.
Hanomuure, 4To eTH HE MOTYT UTpaTh B 3TH UT'Pbl COTIACHO 3aKOHY.

[TocTossHHO KOHTpOJIUpYiTE Ucnonb3oBaHue MHTepHeTa BamnMm pedbenkom! 310 He HapyllleHue ero
JUYHOTO NPOCTPAHCTBA, a Mepa NPEeNOCTOPOKHOCTH M TMposiBIeHHME Bamed poauTensckou
OTBETCTBEHHOCTH U 3a00THI.




